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Summary

The Pix Dynamic QR Code URI can be extended to allow for

offline QR Code generation. The proposed solution involves

generating URIs that can be used as a vehicle to transmit

information from the client to the server, allowing the

payee to generate their own URIs. The document also goes

into detail about URI properties, encoding, and

cryptography. The proposed design balances tradeoffs

between the amount of data that can be transmitted and

cryptographic guarantees, and uses commonly available

cryptographic primitives to reduce implementation costs.
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I. Pix Dynamic QR Code and its
limitations: the case of batch QR
Code generation

P
ix is the fastest-growing real-time payments rail in

the world. Designed, built, and run by the Brazilian

Central Bank, Pix is predicated on a single settlement

flow that is triggered by an extensible list of payment

initiation methods. One of the options for initiating a Pix

transaction is what is called a Dynamic QR Code, which

takes the rail's extensibility to the next level. Dynamic QR

Codes are based on a URL that the Payee PSP generates and

that returns all payment information to the Payer. Its

flexibility comes from three facts:

(i) The payment information comes from the Payee PSP at

the time of the payment, meaning the entity can return
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contextual and updated information every time a payer

scans the QR Codes and calls the URL, including assigning

transaction-specific UUIDs to improve payment

reconciliation;

(ii) The Brazilian Central Bank adopted an open standard

for the URL, which is an RFC 3986-compliant URI; and

(iii) The standard for Dynamic QR Codes is non-exhaustive,

meaning that Payee PSPs can create fields beyond those

specified as long as they use the schema prescribed for

additional information.

Usually, a Pix Dynamic QR Code can only be generated by

the Payee PSP because it creates and stores the Dynamic QR

Code payload with all the payment information before

creating the URI and the QR Code. Even though that is the

intended chain of events for Dynamic QR Codes, consider

the following scenario.

A utility company has tens of millions of bills to close every

1st day of the month. This company's previous process was

to generate the bills using only their infrastructure and,

after this huge process was finished, send a single file to the

bank to have the payment documents created.

In this scenario, the company's process of closing the bills

was almost independent of external connectivity, and their

infrastructure was not designed with online access in mind.

Changing the internal and mostly offline process to one that

has to make a new request to the Payee PSP to get the

Dynamic QR Code is not trivial. There are two reasons why:
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1. The request to create the Dynamic QR Code can fail. If

the Payee PSP API is not working during the bill

closing time, for example, the process could be

delayed, impacting customers or even exposing the

company to regulatory sanctions.

2. Connecting the company's infrastructure to the

internet to generate the Dynamic QR Codes may also

require provisioning more hardware and people to

monitor the infrastructure.

Reducing the implementation cost and improving the

payment initiation resilience could be the difference

between this company adopting Pix or not. And the way to

do it is with Dynamic QR Code offline generation, where the

payee generates their own Dynamic QR Codes.

The challenge with this approach is how to generate the

URI without a specific integration between the payee and

its PSP. After all, when the payer scans the QR Code and

calls the URI, the Payee PSP must return all payment

information related to that QR Code. The other fields

required to generate a Pix Dynamic QR Code, such as the

company name, city, and other boilerplate fields, don't

need to change for each individual bill.

Before proposing a solution for this issue, it's worth going

through the inner works of URIs properties and how they

can be leveraged to solve this use case.
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II. URI as identifier and as vehicle

T
he Pix standards are, with few exceptions, based on

open standards. As mentioned, that is the case for

the Pix Dynamic QR Code URI, which is an RFC

3986-compliant URI that identifies a Dynamic QR Code

resource in the Payee PSP infrastructure. When the payer

accesses this URI, the payee PSP returns the correspondent

payload with the payment information.

Even though the purpose of a URI is to identify a resource

in a server, it can have other functions. Specifically, the URI

path can be any sequence of 71 characters without any

specified pattern. Using this characteristic, a URI can also

be used as a vehicle to transmit information from the client

to the server. When the payer scans a Dynamic QR Code

with their payment app and the app calls the URI, the Payee

https://www.rfc-editor.org/rfc/rfc3986.html
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PSP receives that URI, including any information that was

inserted in its path. At this moment, the Payee PSP would

be able to use that information to create the Dynamic QR

Code payload and return it to the Payer PSP app to

continue the payment flow. Note that at this point, the

payment flow happens in the same way as the typical

Dynamic QR Code flow.

Using URIs like that, the Payee could generate their own

URIs knowing that once the Payer scanned the QR Code,

the Payee PSP would be able to generate the appropriate

payload and return it to the Payer. See below the

comparison between the two flows.

Given the limitations the Pix QR Code's limitations for

following the EMVco QR Code standard, the size of the URI

is limited to 77 characters, limiting the amount of

information the client can transmit to the payee PSP server.

This limits general use cases, such as adding bill items to
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the Dynamic QR Code. But this limitation does not affect

more specific use cases that can leverage small amounts of

information to create QR Codes, such as the scenario we

mentioned above.

We'll dive into the specifics below. That includes detailed

technical analysis, encoding, and cryptography. Feel free to

skim through these parts.
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III. An approach to offline Dynamic
QR Code generation

T
o make the offline Pix QR Code generation possible,

there are two pieces that need to be considered: the

URI generation and how the payee PSP server is

going to interpret that information to create the Dynamic

QR Code payload. The latter is relatively simple since the

payee PSP is only changing when the QR Code payload is

created. We’ll focus on ensuring our strategy to generate

offline QR Code URIs respect the restrictions defined by the

Pix Dynamic QR Codes.

Our proposed design attempts to balance tradeoffs between

the amount of data that can be transmitted and the

cryptographic guarantees. In this case, we preferred to

provide stronger guarantees than more space so that this
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solution is easier to use and adapt. We also focused on

using commonly available, used, and understood

cryptographic primitives to reduce implementation costs.

Depending on product characteristics, it may be possible to

reduce the guarantees to increase the amount of

information transmitted.
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IV. The solution for offline URI
generation

O
ur solution specifies the URI path structure, the

encoding, and the encryption.

IV.1. URI path structure

Our solution for the URI looks like this:

example.com.br/{KeyID}{CompactIV}
  {EncryptedInformation}{AuthenticationTag}

The Pix QR Code establishes a maximum limit for the URL

size of 77 characters (Pix manual, page 9), so we minimized

the space usage while not increasing too much the

implementation cost.

https://www.bcb.gov.br/content/estabilidadefinanceira/pix/Regulamento_Pix/II_ManualdePadroesparaIniciacaodoPix.pdf
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The information is encrypted using AES-GCM with a 128 bits

key. The KeyId is a 4-bit key identification to simplify key

management operations, such as rotation. We rely on a

compact, simple counter CompactIV to reduce in-transit IV

size while keeping all the same encryption properties. The

AuthenticationTag is 96-bit long to save space as well.

Our most conservative approach allows 128 bits of

information (one block) to be transmitted. Small changes in

the encoding can enable the transmission of 256 bits (two

blocks).

IV.2. Encoding

Considering a domain with 15 characters, we have 62

characters of URI space left to use. Since we encrypt

information, we need to encode the resulting bytes in some

form, as the URI scheme has a restricted number of

characters that we can use.

Our choice of encoding is Base 64 because it is available in

every programming language and is widely known. This

encoding uses 6 bits per character, inflating the resulting

payload by 8/6. That gives us 372 bits (62 characters * 8

bits/character * 8/6) to work with.

Since the space available is small, other less common

encoding schemes can be useful. One such scheme would

be a Base 71 encoding, which uses all unreserved chars

(page 27) to encode information. Base 71 would give us 412

bits, allowing you to encode two blocks instead of a single

block using Base 64.

https://en.wikipedia.org/wiki/Base64
https://www.ietf.org/rfc/rfc2396.txt
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If it were possible to use UTF-8, it would allow us to encode

up to 32 bits/character, more than eight times the

information we can now. Unfortunately, with the current

restrictions, that is not possible. URIs can only hold ASCII

characters, and UTF-8 characters must be encoded,

multiplying their size instead of compacting.

Even if URIs allowed UTF-8 characters without encoding,

the EMVco manual also restricts that by defining that you

count the number of characters by counting bytes.

From the EMVco manual:

"4.1 Payload The length of the payload should
not exceed 512 alphanumeric characters, and
the number of characters should be reduced
proportionally when multi-byte [Unicode]
characters are used.

Note that, as data object values with a format
of S may contain characters coded as UTF-8
and depending on the alphabet being used
there may not be a one-to-one mapping of
characters to bytes, special consideration
would be needed to determine the number of
bytes in the payload".

The Pix manual or BRCode manual doesn’t seem to add

other restrictions.

IV.3. Encryption

https://www.emvco.com/specifications/emv-qr-code-specification-for-payment-systems-emv-qrcps-merchant-presented-mode/
https://www.bcb.gov.br/content/estabilidadefinanceira/pix/Regulamento_Pix/II_ManualdePadroesparaIniciacaodoPix.pdf
https://www.bcb.gov.br/content/estabilidadefinanceira/SiteAssets/Manual%20do%20BR%20Code.pdf
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a. KeyId

The 4-bit key id serves a dual purpose. It simplifies key

management (especially key rotation) and allows us to use

up to 16 keys simultaneously.

Since our compact IV limits the amount of URIs generated

to around 16 million per key, additional keys substantially

increase the number of URIs that can be generated.

b. CompactIV

AES-GCM requires a 96-bit initialization vector (IV).

Encoding a random IV in the URI takes too much space that

we can use for other purposes.

To avoid that, we use a counter IV (we can use GCM with

non-random IVs) and limit the number of operations with

one specific key to 2^24 (around 16 million IVs) to use only

24 bits to represent the IV. When using the IV, we must

expand it back to 96 bits by padding it with left zeros.

It is essential to remember that even though GCM does not

require random IVs, IVs must never repeat for the same key.

c. EncryptedInformation

While it may be evident that encrypting the URI

information ensures that only authorized customers

generate these URIs, this also serves another purpose.
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The Pix Dynamic QR Code defines a part named

pixURLAccessToken that, according to the Pix’s security

manual (page 22), must be:

pixURLAccessToken: randomness and security

Minimum size of 120 random bits;

Maximum size may fit the available space

as long as the other URL components are

considered;

It must be impossible to deduct its value

except by reading the QR Code […]

Our EncryptedInformation achieves that. It has at least 128

bits and is indistinguishable from random bits. The value is

impossible to be deducted without the encryption key. It is

reasonable to argue that this would not comply with the

third requirement. Still, since the pixURLAccessToken

needs to be stored somewhere in the PSP infrastructure, it

is reasonable to assume that storing a cryptographic key

would not violate this requirement.

d. AuthenticationTag

The GCM authentication tag is one of the biggest pieces (96

bits) and is not easily reducible, as this is already the

smallest size that NIST (section 5.2.1.2) recommends for

general-purpose uses. It may be possible to reduce it to 64

or 32 bits, depending on the specific product. NIST has

recommendations for that as well (Appendix C).

https://www.bcb.gov.br/content/estabilidadefinanceira/cedsfn/Manual_de_Seguranca_PIX.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-38d.pdf
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V. Conclusion

E
xtensibility is a crucial part of what makes Pix

unique. It allows PSPs to extend Pix's functionalities

to support new and unexpected use cases.

Extensions have the potential to bring Pix to every corner

of the payments market and effectively push for a country-

wide digitalization of the economy. In this paper, we

showed that extending a small piece of the Pix standard

makes allows it to support a use case that was not initially

considered on its protocol: offline dynamic QR Code

generation. Solutions like that can reduce the cost and

complexity for a company to join Pix, bring new business

opportunities for PSPs, and benefit citizens.
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